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JAeHuii npodecioHanisauii Liei 3104MHHOT AianbHocTi. LWoao
KOPUC/IMBO-HACHU/IbHULIbKMX 3/104MHLIB, €1eMEHTHM crelia-
nizayii BUABNATLCA y AEAKOT YaCTKM rpabixKHMUKIB, OAHaK,
AIK MPaBU/I0, 3HAXOAATLCA Y MEXKaX 3arasibHOi KpUMiHaIbHOT
cneuianizayii. AK npaBuao0, MapriHa/ibHe CYNpOBOAXKEHHS
(ankoronisauis, HapKoTU3aLia TOWO) Maio Micue smwe y
BUMAZKax 34iMCHEHHA 3a3janerifib HeCnaHOBaHWUX, CUTY-
auinMHMx rpabexis, ToAi AK po360i i BeCb MacUMB BMMaraHb
He BMABNAIOTb TaKMX O3HaK.

BucHoBkM. MigBoaaYM MifCYMOK, HEOGXiZHO 3YMUHM-
TMCA Ha OGI'PYHTYBaHHi HAcTynHOT Te3u - crneundivHicTb
KOPUCMBO-HACUMIbHULBKMX NOCAraHb BiAHOCHO iHO3eMLiB
06yMOBJIOE cneymdivyHicTb couiasibHOT XapaKTepPUCTUKM
0cib, Lo iX BUMHIOIOTL. Lle noxoamTb, nepeaycim, 3 HaBeze-
HMX HAMM OCHOBHMX MOKa3HMKIB coLia/IbHOT XapaKTEePUCTUKM
TaKoro poay NopyLHMWKiB KpMMiHa/IbHO-NPaBOBMX 3a60POH.
Ha Hawy AyMKy, BCTAHOBJ/IEHHA COLia/ibHO-XapaKTepoJsio-
riyHoi mogeni o6’eKkTa AOCNifKEHHA, OpiEHTOBaHE Ha
TMRosorivHi i KnacudikauiHi oco6amBocTi, 6yae NoBHOK
Mipoto 3abe3neyvyBaTi peasizauilo AK THOCEO/I0rivHOI, TaK
i NpaKcMoOriYHOT OYHKLIM AOCNiAKEHHA 0COBM 3/104MHLSA
Ta nojanblie BUBYEHHS NPUPOAM 3/I04MHHOCTI B LiiIOMY.
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KPUMIHAJIbHA PO3BIZKA 3 BIAKPUTUX JXKEPEN SAK
IHCTPYMEHT 3BMPAHHS OMEPATMBHOI IHOOPMALYi

Cmamms npucsayeHa JOCNiOKEHHIO NUMAHHA KPUMi-
Ha/IbHOT po3B8iOKU 3 3a2a/1IbHOO0CMYNHUX BIOKpUMUX OxKe-
pes iHpopmauyit, ak Halibinbw cy4acHoi ma 8OOCKOHANeHoT
MemoOUKuU 8 3anobizaHHi, suasneHHi U Helimpanizayii
3/104UHHOCMI. Po32nqadarombcs mepmiHu “KpumiHaibHa
po3gioka”, “po3gidysansbHa iHpopmayis” ma “po3sioka 3
siOkpumux Oxepen”.

Knro4vosi cnosa: KpumiHasibHa po3sidka, Kibepnpocmip,
BiOKpumi Oxepena iHpopmauii.

CmamebA nocsAweHa ucciedo8aHud 8ONPoca Kpu-
MUHa/bHOU passedku ¢ 0b6wedocmynHbIX OMKPbIMbIX
UCMOYHUKOB UHopMayuu, Kak Haubosee cospemeHHol u
cosepuweHHoU MemoduKu 8 npedomspaujeHuu, 8blA8/1eHUU
u Helimpasusayuu npecmynHocmu. Paccmampusaromcsa
MmepMUHbI “KpUMUHA/IbHaA pa3sedka”, “pa3sedbisamelib-
Has uHgpopmayua”, “pazsedka c OMKPbIMbIX UCMOYHUKOB
uHgopmayuu”.

Kniodesble cnosa: KpumMuHasibHasa passedka, Kubep-
NpocmpaHcmso, OMKpbIMble UCMOYHUKU UHGHOopMayuu.

The article investigates the issue of criminal intelli-
gence from publicly available open sources of information,
as the most modern and advanced techniques in the preven-
tion, detection and neutralization of crime. The intensity
of the development of information society in the process-
es, software and hardware, accessibility of the Internet,
increasing of information flow of public information led
to the removal intelligence based on open source to the
proper level and made it even more urgent and necessary.

Therefore, the article focuses in law enforcement agencies
© K.10. Icmannos, 2016
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of Western countries that carry out exploration through
open sources. Driven by major regulations in the field of
intelligence from open sources. A method of gathering
intelligence on computer social networks is described
as a method of obtaining intelligence information. For
qualitative clarifying terminology “criminal intelligence
from open sources” we consider the terms “criminal
intelligence”, “intelligence information”, “intelligence
from open sources of information”. The article presents
the latest statistical data on the number of people in the
world who have Internet access, 3G network coverage,
index of information and telecommunication technologies
in Ukraine. It is concluded that the rapid growth of the
role and value of information, development of informa-
tion technology, software and hardware, accessibility the
Internet, increasing the information flow of public infor-
mation on the one hand and introduce methods of criminal
intelligence among law enforcement agencies on the other
hand puts the collection and analysis of information from
public sources one of the most effective tools of modern
intelligence gathering during criminal intelligence.

Keywords: criminal intelligence, cyberspace, open
sources of information.

CbOrofiHi MOXHa C YNeBHEHICTIO CTBEpAXyBaTH, L0
CyyacHe yKpaiHCbKe CyCninbCTBO ABJIAE COOO CYCNiIbCTBO
iHOpMaLiMHMX TEXHONOTIM, IKe BUKOPUCTOBYE Y MOBCAK-
JEHHOMY KMTTi KOMN’'lOTEPHY TEXHiKYy, Mepexi 3B’A3Ky,
MOGiNbHi 3aC06M KOMyHiKaUii Ta iHwWi TexHi4yHi 3acobu. be3
iHdbopMaLiMHMX TEXHOMOTIM He MPOXOAWTb KOAHWM AEHb
CYYaCHOT IO AMHM, LLI0 3aKOHOMIPHO NPM3BeNo 0 iHTerpauji
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YKpaiHM 40 €AMHOr0 CBIiTOBOrO Kibepnpoctopy, B AKOMY
KOXEH MOXe OTpUMaTK AOCTYN A0 OyAb-AKoT iHpopmauil
B 6yAb-AKiM Touui nnaHeTu, 34iMCHIOBATM AUCTaHLIMHO
ynpaBJiiHHA BJIACHMMM paxyHKamMM Ta YKJajatu OyAb-AKi
yroam 6e3 0cobMCTOro KOHTaKTYy Ta iHWi onepauii, cnncok
AKMX 3POCTAE 3 KOXKHUM JHEM.

3a OCTaHHIMM AaHWMM CbOrofHi JocTyn Ao IHTepHety
MatoTb 46 % [OMOrocnofapCTB CBiTY, TOAI AK Y MUHYJIOMY
poui uer nokasHuk 6yB 44 %, a B 2010 poui - Bcboro 30 %.
B uncnoBoMy ekBiBasieHTi MaloTb JOCTYN A0 IHTepHeTy 3,2
MApA. Nnofen (43% cBiToBoro HaceneHHs). 3adikcoBaHo, Lo
NpOTAroM 5 pPoKiB YAC/IO KOPUCTYBaYiB IHTEPHETOM B Kpa-
fHax, WO po3BMBaOTLCA, 36i/bLUMIOCH B 2 pa3u. MoKpUTTA
HaceneHHa mMepexamn 3G 3pocia 3a YOTUPU POKK 3 45 %
80 69 %. 3rigHo 3BiTY MiXKHapoAHOr0 CO03Yy eN1eKTPO3B’ A3KY
YKpaiHa 3a MOKa3HWMKOM PO3BUTKY iHOpMaLiMHO-TeIEKOMY-
HiKaLiMHMX TexHonoriM 3arMmae 79 micue (B 2010 poui - 69)
3 iHgeKcom po3BuTKY 5,23 (B 2010 poui - 4,41) [1, c. 2-5].

36iNbLUEHHA KOPUCTYBaYiB CBITOBOI MEPEKELD 3YMOBMJIO
3HaYyHe 3pPOCTaHHA KiJIbKOCTi 3/I04MHIB, AKi BUMHAIOTHCA B
KibepnpocTopi, TMM Ginblue YKpaiHa BigHOCUTbCSA A0 KpaiH,
L0 po3BUBAETLCA B iHDOpMaLiMHOMY NpocTopi, TOMy 36i/1b-
LIYETbCSA PU3MKM 3/T0BXKMBAHHAM THOPMaLiMHUMM Ta KOMY-
HiKaLiMHUMM TEXHONOTIAMM B 3/IOMMHHMX A60 THIWIMX Linax.

KibepnpocTip xapakTepu3yeTbCs TpbOMa OCHOBHMMM
O3HaKaMM: Le iHdopmMauiMHMIM NpoCTip; KOMYyHiKaTMBHE
cepefioBMLLEe; TaKUM, L0 YTBOPIOETLCA 3a AOMOMOro Tex-
HiYHMX cucTem [2, c. 216].

Y 3B’A3KY 3 TUM, LLO BigTenep CKOEHHA 3/104MHY He MNo-
Tpebye nonepeaHboi 0COBUCTOr0 KOHTAKTY 3 MOTEHLiMHO
epTBoto. Ki6epnpocTip cTaB micuem Ta B TOM e Yac M
6e3nocepefHbO iHCTPYMEHTOM 3/104MHY. Y cdepi Teneko-
MYHiKaLiM HaM6iNbll NOWMPEHNMM MPABOMOPYLUEHHAMM €
34iMCHEHHA MiANPUEMHULBKOT Aif/IbHOCTI 6€3 OTPUMAHHSA
NiueHsii abo nopyLueHHA yMOoB JilleH3yBaHHA. Kpim Toro, oa-
Hi€to 3 HAMNPUBYTKOBILLMX NMOC/YT Ha TEIEKOMYHiKaLiMHOMY
PUHKY € 3aKiHYEHHSA MiKHapoZHoro TenedoHHoro Tpadiky.
MpaBoONOpYLUHUKM, HE MalOYM 3aKOHHMX NiACTaB Ha HaZaHHA
nocnyr 38’ A3Ky Ta BUKOPUCTOBYIOYM CyqacHi TexHo1oriT (Ha-
npuknag, texHonorito IP TenedoHii), HagarTb abOHEHTAM
TenedoHHOI MepeXki 3araJbHOro KOpMCTyBaHHA MOCAYrU
[N 3/iMCHEHHA MiXXHAapoAHOro TenedoHHoro Tpadiky. TrM
6inbly 6araTto Noc/yr iHTEPHETY 3aCHOBaHi Ha 3apy6iKHUX
nocayrax, Hanpuknaz noctayasbHMKKU MOCYr XOCTUHIY
MOXKYTb 3arnporioHyBaTH OpeHAyBaTH BEG-NPOCTIp B OAHIM
KpaiHi, Malouyu anapaTHi 3aco6u B iHWiM KpaiHi [3, c. 214].

ToMy BpaxoBYHUM 0COBMBOCTI 3/104MHIB Y cdhepi iHdop-
MaLiHO-KOMYHiKaLiMHUX TEXHOJIONiM, BaXK/IMBE 3HAYEHHS
ANA pe3ynbTaTMBHOCTI 1X OMEpaTMBHOMO AOKYMEHTYBaHHA
Ma€ B3aEMOZisl OnepaTMBHOMO Niapo3ainy BHYTPilLHIX cnpas
Ha BCiX PiBHAX, Y TOMY YMCAi i3 NpeacTaBHMKaMM MPaBOOXO-
POHHMX OpraHiB iHWKMX KpaiH [3, c. 518-519]. Tum 6inbw
npo6aema po3caiyBaHHA Kibep3/104MHiB Ta Kibepbe3neku
CbOro/IHi € 0ZlHi€l0 3 HaMaKTyanbHilWKMX Yy ccepi NpaBooxo-
POHHOT Aisf/IbHOCTI.

M1TaHHA KpUMiHaIbHOT PO3BiAKM AOCNIAXKYBa/IM NPOBiAHI
BiTUM3HAHI HayKoBUi, Taki Ak C.B. Anbyn, O.M. baHaypKa,
M.M. Bogbko, M.J/1. Tpi6os, A.10. KoHapaTtbeB, 0.€. Ko-
pucTiH, J.M. Hukudopuyk, M.A. Moropevbkuii, B.B. LLieH-
APVK, Ta iHo3eMHi daxisui X. bpenai, Ax. pis, A. KapTep,
M. MeTepcoH, K. Pocci, B. Cumouub, M. Cnepoy, ®. GopTiH.
OKkpeMi acneKkTU 34iMCHEHHS MpOTUAIT KiGep3/loYMHHOCTI
po3rnajanmcb TakKMMKM HayKoBUAMM, AK M.O. Byaakosum,
B.M. Bbyty3oBuM, P.A. KanioxHuMm, H0.€. MakcuMmeHKo,
B.B. MapkoBuM, A.l. Mapywakom, .B. HoBuubkmm, A.O.
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YepeaHWyeHKo Ta iHO3eMHMMM daxiBuamu . baHicapom,
T. bneHtaHom, K. Ocakse, A. Po6epToM Ta iHWMMM.

B ocTaHHiM Yac HabyBa€ NonyspHOCTI MPOBaAMKEHHS
NPaBOOXOPOHHUMM OpraHaMM 3apyoiXKHMX KpaiH KpUMiHa/b-
HOT pO3BiZKM, AKA € 6i/ibLL BAOCKOHAIEHO METOAMKOLO B MO-
nepeaXeHHi Ta NporHo3yBaHHi 3/104MHHOCTI. 3aBAAKM CaMe
TaKiM Aif/IbHOCTi HAKOMMYYETLCS Po3BiAyBasibHa iHopmaLlis
Ta BXXMBAKOTbCA Aii NPEBEHTMBHOIO XapaKktepy [4, c. 345].

BaxknnBmMM Ta e(PEKTUBHMM KPOKOM A/1A YKpaiHu 6yno
paTtmdikauis KoHBeHLii npo Kibep3ao4mHHicTb [5], AKka cro-
YyaTKy po3pobnsnacs ANa fep)kaB €BPONEMCHKOro CoH3y,
npoTe 3 POCTOM CYCMiNIbHOT HEGE3NEKNU KiGEP3/IOYMHHOCTI
6yna BM3HaHa i iHWMMM KpaiHamm, sKi 40 HET npueaHaNM-
ca: 1 nignucanu 46 KpaiH, BKIKOYaluM 4 KpaiHM, AKi He €
yneHamu Pagm €sponu, i 23 3 HMX Bke paTUdikyBanu ii.
Pedopmmn no 60poTb6i 3i 3N104MHHICTIO B IHTEpPHET Mepeki,
AKi 6a3yt0TbCA Ha KepiBHMX NpuHLMNax KoHBEHLT, 34iMCHo-
I0TbCA TaKOX B ApreHTuHi, bpasunii, €rmunTi, IHAii, Hirepil,
MakucTani 1 dininniHax [3, c. 88].

B NpaBOOXOPOHHMX OpraHax 3axilHMX Aep:KaB iCHYIOTb
cneuiasbHi Nigpo3ainu, Wo 34iMCHIOTb PO3BiAKY Ha OCHOBI
BiAKPUTMX Axepen iHdopmauii (Open Source Intelligence -
OSINT), HanpuKnag Taky AisnbHICTb 34iMcHI0TL: Scotland
Yard OSINT, Royal Canadian Mounted Police OSINT, OSINT
unit of New York Police Department, OSINT unit of the Los
Angeles County Sheriff’s Department, 6putaHcbka BBC
Monitoring, i3painbcbKuit XaTcaB, aBCTpaniicbke Ynpas-
NiHHA HauioHaNbHMX ouiHOK) [6], [7, c. 38].

Ana akicHoro 3’AcyBaHHA TepMiHosorii “KpMMiHanbHa
pO3BiZKa 3 BiAKPUTUX AxKepen” po3rnsaHemo 6iNbll AeTaslbHO
NOHATTA “KpMMiHanbHa po3Biaka”, “po3BigyBasibHa iHdOp-
mauia” Ta “posBifKa 3 BiAKpUTUX axepen”.

KpumiHanbHa po3Bigka - uLe ¢dopma BHYTPIiLIHbOT po3-
BiAKM, BMA AiANbHOCTI AepXaBHMX OpraHiB, cneuianbHO
CTBOPEHUX ANl 6OPOTLOM 3 OpraHi3oBaHOK 3/I0YMHHICTIO,
AKa 34IMCHIOETLCA LWIAXOM BUKOPUCTAHHSA CUCTEMM PO3BiaY-
BaJIbHMX, MOLUYKOBMX, iH(DOpMaLiMHO-aHalITUYHUX 3aX0AiB,
y T.4. i3 3aCTOCYBaHHAM OMNepaTMBHMX Ta ONepaTUBHO-TEX-
HiYHMX 3ac06iB, CMPAMOBAHUX Ha CBOEYaCHe 3anobiraHHs,
BMABNEHHA i HeMTpanizalilo peasbHUX Ta MOTEHLMHMX
3arpo3 HauioHa/IbHMM iHTepecaM YKpaiHu Big opraHizoBaHoO1
3JIOYMHHOCTi, MOLUMPEHHA KOpYynuii B opraHax AeprKaBHOi
BJlaAM, 3POLLEHHA 6i3HECY i MONITUKM;

MeTot KpUMiHaNbHOT PO3BigKM € CBOEYACHE 3amnobGiraH-
HA, BUABJ/IEHHA 11 HEMTpanisauis peasbHMX Ta NOTEHUiIMHMX
3arpo3 HauioHa/IbHMM iHTepecaM YKpaiHu Big opraHizoBaHoO1
3JIOYMHHOCTi, MOLUMPEHHA KOpYynuii B opraHax AeprKaBHOi
BJ1laAM, 3poLleHHA 6i3Hecy Ta nonitmkm [8, c. 139].

Bikineais Hagae Take 6a30Be BU3HAYEHHS pO3BigyBasib-
HoT iHdopMaUii (po3BigyBanbHi BigoMocTi) - e 06pobaeHa,
npoaHanizoBaHa Ta/abo nowupeHa iHdopmauia, Aka BU-
KOPMCTOBYETbCA 3 METOI NMPOrHO3YBaHHA, NMonepeKeHHA
abo cnocTepeXeHHA 3a KpUMiHa/bHOK aKTUBHICTIO [9].
AK MOXHa No6a4YnTU 3 HaBEAEHOI0 BM3HAYEHHSA, 3a CBOEHD
CyTTIO po3BiyBaJibHa iH(OpMaLia € ay»e NnoibHUM A0 3a-
CTOCOBYBaAHOI0 Ha TeEpeHax NoCcTpPagAHCbKMUX KpaiH TEPMiHY
“onepaTMBHO-pO3LLYKOoBa iHpopmauia”.

BignoBiaHO 4O amMepMKaHCbKOT IHCTPYKUiT 3 opraHisauii
po60TH 3 BigKpUTUX AxKepen iHdopmalii B po3BiayBasibHUX
LiNIAX, OCTaHHA ABAAE COO00 OAHY 3 BUAIB BOEHHOT PO3BiAKM,
AIKa NpU3HaYeHa Ans NoLyKy, 36opy Ta aHasnidy iHdopmauii
3 3araJibHoZoCTynHMX axkepen [10].

3akoH CLUA “National Defense Authorization Act for
Fiscal Year 2006” BM3Haya€ po3BiAKY 3 BiAKPUTUX AxKepen
AK pO3BiAKY, L0 34iIMCHIOETLCA WAXOM 360pY, 06PO6KM Ta
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nepeaavi UinboBoMy aapecarty iHdopMauii 3 3araabHOLO-
CTYMHUX BIAKPUTUX JXKEePen 3 METO BMPILLEHHA KOHKPETHMX
3aBAaHb po3Bigku [11].

Po3Biaka BiAKpPUTMX AxKepen - ue 3aBXAM cneumdivyHa
iHdopMaLis, 3i6paHa M CTPYKTypoBaHa 0COGJIMBUM YMHOM
ANns BiANOBiAi HA KOHKPETHi 3anMTaHHA. Y CrnpoLeHOMY
BapiaHTi, AaHWIM TepMiH cTocyeTbca iHdopMauii, Wwo He
Mae rpudy “TraemMHO”. Po3BigyBanbHe cnisToBapucTeo CLUA
(Intelligence Community) BM3Ha4ya€e TaKy iHdopmavito AK
3arasibHOZOCTYMHUI MaTepias, Lo MOXKE OTPUMaTH KOXKEH
3aKOHHUM LLUIAIXOM Yepes 3amnMT, KyniBJ/to UM CNOCTEPEKEHHS
[12, c. 257-258].

Ha noctpaasHcbKoMy npocTopi TepMiH “po3Bigka 3
BiAKPUTMX Axepen” y npsmin iHTepnpeTauii He BUKOpUCTO-
ByeTbCA. BogHoyac B 3aKkoHi YkpaiHm “Tpo iHdopmalito”
HaBOAMTbLCA BM3HAYEHHA TepMiHy “iHdopmauia” Ta Haja-
€TbCA Knacudikauia goctyny go iHdopmauii. Tak, “iHdop-
mauia” - ue 6yab aki BifomocTi Ta/abo faHi, SKi MOXYTb
6yTH 36epekeHi Ha MaTepiaslbHMX HOCiAX abo Bifo6GpaKeHi
B €/IEKTPOHHOMY BMIIA4i. 3a NopsAAKOM AocTyny iHpopma-
Lia noAinAeTbca Ha BiAKpUTY iHdopMauito Ta iHpopmaLito
3 0OMEXEeHMM [OCTYNOM, NMpUYOMY, Byab-AKa iHdopmauis
BBAXAETbCA BiAKPMTOI, KPiM Ti€l, WO BigHECeHa 3aKOHOM
[0 iHdopmalii 3 o6MeKeHMM A0CTynoM. Linm ke 3akoHOM
[Ja€ETbCA BM3HAYEHHA TepMiHy “MacoBa iHdopmauia”, nig
AKO pO3yMieTbCA iH(OpMaLlif, L0 MOLWMPIOETLCA 3 METO
i1 JoBeAEeHHSA 0 HeobMeXKeHOoro Kona oci6 [13].

Pa3oMm 3 T1M, y TIlyMayHOMY C/IOBHUKY YKPATHCbKMX Tep-
MiHiB HABOAMUTbLCA TaKe BM3HAYEHHA TepMiHy “iHdopmaLia 3
BiAKpUTHX axkepen” - ue iHdopmallia, AKa npM3HaveHa anA
rpoMazcbKocTi; iHdopmaLia i3 30BHilIHIX AXepen, Hanpwu-
KNag, TaKuX SIK HayKoBa /iiTepaTypa; odiuiMHa iHpopmaLis;
iHdbopmalis, LWo BMAAETLCA FPOMAACHKMMM OpraHisaLiamu,
KOMepLiMHUMM KOMMaHisMM i 3aco6amm mMacoBoi iHdopmaLii
[14].

Po3BizKa 3 BiaKpuTHx Axepen iHdbopmalii BigpisHAeTbCA
Bif iHWMX BMAIB pO3BigKM B Meplly yepry crneumdivyHow
KaTeropi€l TeXHiYHMX i JIIOACbKMX pecypciB, a no-apyre
- JyKepenamu oTpMmaHHsA iHgopmauii Ta MeToau ix 36opy.

Po3BifKa BiKPUTUX JKepen € 3HauyyLWuM HamnpsamMoMm
pO3BiAyBabHOT AiANILHOCTI, AKWUI iHTErpoBaHMM B yBECh PO3-
BiZyBa/NIbHWUM UMK A8 rapaHTil NoBHOT NoiHgopmoBaHOCTi.
Ha BiaMiHy Big TaEMHOT iHopMaLii, nepeBipeHy iHdopMa-
Uit 3 BIJKPUTUX JKEepes MOXJIMBO PO3MOBCHOXKYBaTH Ta
BMKOPMCTOBYBaTH 6€3 3aCTOCYyBaHHA BignoBigHWX rpudis,
o Aa€ 3Mory 3AikcHioBaTM 06MiH Takoto iHdopMmallieto,
OCKi/IbKM MpH 11 f06yBaHHi HE BUMKOPMCTOBYIOTHCA MPUXO-
BaHi MeTOAM Ta CEKpeTHi axepena. Ane cnif 3as3HauuTH,
O MOJIMBO BMKOPUCTOBYBATM JiMwe iH(dopmaLito, a Hi
aHaNiTUYHY A0BiAKY 3 ui€i iHpopmauii.

Taka po3BigKa Habpasia Nony/IApHOCTi 3a OCTAHHE AecA-
TUNITTA. HecTabinbHa BiMCbKOBO-MONITUYHA Ta hiHaHCOBO-e-
KOHOMiYHa 06CTaHOBKa, HOBi 3arpo3u (pi3HOro xapaKTepy
KpW3u, TEpOpMU3M), CTpiMKe 36i/blueHHs iHdopmaLiiHoro
MOTOKY, 3POCTaHHA poAi Ta LiHHOCTI iHdopMaLii AK Takoi -
BCE Lie CTaJI0 MPUYMHOI aKTUBI3aLii 3yCnb po3BiAyBasibHOrO
CMiBTOBapMCTBA AJ/11 NEPEOLiHKM 3HAa4YEHHSA TaKOT PO3BigKM.
CboroaHi BMHMKAE noTpeba y BiAXoAi Bif KOHCEPBATUBHOIO
ayAUTOPHOro “HayMTyBaHHA” KNACMYHMX, AOrMATUYHMX
KOHCTPYKLiM, KaTeropii i 3aigeonorizoBaHmx nosmuin.
IHTEHCMBHICTb PO3BUTKY iHMOPMaLiMHUX NpoueciB y cy-
CninbCTBi, NPOrpaMHMUX Ta anapaTHUX 3aco6iB, AOCTYMNHICTb
mepexi IHTepHeT, 36inblueHHs iHbopMaLiMHOro NOTOKY
BiAKpUTOT iHdOpMaLil cnpuanmM BUBEAEHHIO PO3BiAKM Ha
6a3i BIAKPUTUX [yKepen Ha HaseXHWM piBeHb i 3po6mu

1 Wwe 6inbll akTyanbHOKW Ta HeobxigHot [15, c. 67]. [o-
€[lHaHHA Ta 3aCTOCYBaHHS Pi3HOMaHITHMX TEXHOJIOTiM AaE
3MOrYy OnepaTMBHUM CMiBPOGITHMKaM OTPUMYBATHM AOCTYN A0
BE/IMYE3HMX MACMBIB AaHWMX, HEOOXIAHUX AN1A OLiHKM CUTYa-
Lii, 34iMCHEHHA KOHTPOJIIO 32 06CTAaHOBKOIO i 33/10BONIEHHSA
iHdopMaLiMHUX NOTpe6 opraHiB ynpaBAiHHA ANS NPUAHATTS
3BaXKEHMX Ta e(PEKTUBHMX pilleHb

TaKMM YMHOM, OHWUM 3 AIEBUX CYHYaCHWUX iHCTPYMEHTIB
36MpaHHA onepaTMBHOI iHopmauii nig Yac KpMMiHaabHOI
PO3BiAKM € BMKOPUCTAHHA PO3BiAKM 3 BiAKPUTUX AxKepen.
Lle o6ymoBneHo TMM, WO Gdi3nyHi Ta OpMANYHI 0COOM BCe
6ifblle 3a/MLlaloTb CNigu B iHdopMaLiMHOMY npocTopi.

LUloao TexHiyHoro migxoay Ao npouecy 360py Ta aHa-
ni3y iHdopmauii 3 BiAKPUTUX Axepen, 3a3HauYMMOo, Lo
BMKOPMCTOBYIOTbCSA OHJIaMH-ABUKKM MonepezKyBasibHOro
aHanisy (Silobreaker, Basistech Ta iHWi), ane TexHiyHi nm-
TaHHA 360py iHdopmaLii 3 BIAKpUTHX AxKepen € TEMOK AN
[OJATKOBOro AOCAiAXEHHSA.

Cnig 3a3HauMTH, wWo B YKpaiHi HabupaloTb nonynsp-
HOCTi HeZepaBHi nNpoeKTu, Hanpuknag Inform Napalm,
AKWIM 36MpaE A0Ka3Mn NPUCYTHOCTI POCIMCbKMUX BiMCbKOBMX
Ha TepuTopii YKpaiHX. 3a AOMOMOIro CouiaslbHUX Mepex,
IHTepHeTy Ta TesnebayeHHA BOJIOHTEPU MPOEKTY LUYKaKTb,
36MpatoTb Ta aHanisyTb BignoBigHy iHopmauito [16].

OKpemoro ornajy 3ac/yroBye MeTo/ 36MpaHHs po3Bigy-
BaJIbHOI iH(opMaLii 3 KOMN'OTEPHMX COLia/IbHUX MepeX,
AK pi3HOBMJ PO3BiAKM 3 BIAKPUTUX JxKepen. MOHITOpMHI
B peXXMMi peanbHOro Yyacy oHoBneHb y Facebook, Twitter
Ta iHWKMX couiabHUX MepeXX [A03BOJIAE NPaBOOXOPOHHMM
opraHam ojep:katu noTpibHy iHdopmaLilo Npo BYMHEHI
3/104MHM abo 3104MHM, AKi NNaHytoTbeA. Bei BigoMocTi, aki
3a/IMLIAI0Tb OKPEeMi NPaBOMOPYLUHWKKU B MepeXKi CTaHOBNIATb
onepaTMBHMI iHTepec. BosogiHHSA Uieto iHdbopmaLlieto 403Bo-
NIAI€E NPaBOOXOPOHLAM BCTAHOBWUTM 3/104MHLLIB Ta, 32 MOX/IN-
BiCTIO, MPUMMHUTM iX NPOTUNPABHY AiAnbHicTb [17, c. 102].

TaKMM YMHOM, CTPiIMKe 3pOCTaHHA posii Ta LiHHOCTI iH-
opMaLii, po3BHUTOK iH(OPMALIIMHMX TEXHOJIOT M, Nporpam-
HWMX Ta anapaTHMX 3aco6iB, AOCTYMHICTb Mepexi IHTepHeT,
36i/blUeHHA iHdopMaLLiMHOro MOTOKY BiAKPMTOT iHopMaLlii
3 0ZJHOro GOKY Ta 3anpoBaJXKEHHA METOAMK KPMMiHaNbHOI
pO3BiAKM cepej NMPaBOOXOPOHHMX OPraHiB 3 iHWOro 60Ky
CTaBMTb 36ip Ta aHani3 iHdopMauii 3 BiAKpUTMX axepen
OZHUM i3 Ai€EBMX CyYaCHMX iHCTPYMEHTIB 36MpaHHA onepa-
TMBHOT iH(popmaLlii nig Yac KpMMiHaNbHOT po3BiaKM.
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AEAKI ACNEKTM BUKOPUCTAHHSA IHCTPYMEHTAJIbHOI
AETEKUIT NONIFPA®O/IONYHMX AOCNIAXKEHD B CUCTEMI MBC
YKPAIHU

Y cmammi su3Ha4yarombca OeAKi acnekmu BUKOpu-
CMaHHA iHcmpyMeHmasibHoi demekyii nonizpagonoeziy-
Hux docnidxeHb 8 cucmemi MBC YkpaiHu. TomMy BUHUKaE
HazasnbHa nompeba ynopAOKoBAHOCMI UbO20 NUMAHHA,
AK IHCMpYyMeHmy 83aEmMonos’A3aHux 8i0OHOCUH cy6’ekmis
w000 BUKOPUCMAHHA 8KA3aHO020 MexHi4yHo20 npuaady. Ha
Cb0200HiWHIl OeHb 8 YKpaiHi 3acmocysaHHA nosaiepaga
8i06byBaemMbCA 3a B/1ACHOK KOHUeNnyieto peanizayii ybo-
20 NUMAHHA, ane 3 opieHmauieo Ha Kpaw,i esponelicbKi
npuksadu. He 3saxkarw4u Ha 8iOCymMHicmb 3aKOHOOAs4o
3aKpin/ieH020 BUKOPUCMAHHA iHCMpPYMeHmasibHoi 0emekuyii
noniepagonoziyHux docnidxeHb 8 KpaiHi, y cucmemi npa-
BOOXOPOHHUX Op2aHi8 YKpaiHu 3anposad:keHi ma ditomb
OesKi po3nopad4yi OOKyMeHmMu, AKi darmb MOXK/IUBICMb
3acmocosysamu yell npunao.

Moniepag (epeybkoto poli - 6azamo, grafphos - nuwy)
- 6azamokaHasbHUl (He MeHwe 5 KaHasig) ncuxogiziono-
2ivyHull npucmpil, npuzHayerul 1A peecmpauii ma 3anucy
Y PeXXUMi peasibHO20 Yacy NOKA3HUKiB8 emoyiliHoT Hanpyau,
Wo BUHUKQAE y MOOUHU npu 8ionosidi Ha nped’Aa8/1eHHA
iHpopmayii y suenadi cnig, ¢1080CcN0/IyYeHb, MAJTIIOHKIB,
¢omokapmok, npedmemis.

Ha menepiwHili yac y npasooxopoHHili npakmuyi
nosizpag 3acmocosyembcA 01 CNPUAHHA ONepamusHUM
niopo3dinam ma caid4yum y ncuxos102i4YHOMy 0brpyHmysaH-

1-2016

Hozdpin 4. O.
Hi nepcnekmusHux 8epcili no cnpasi ma nowyKy mamepi-
asbHUX 0OKa3ig, a Makox 018 NPOPiNAKMUKU 3/104UHHUX
npossis, cayx608ux nopyweHs ma oesiayii. oniepagHi
oocnidxeHHA akmyasbHi npu npuliomi Ha pobomy, 8
npoyeci nepioOu4yHux Kadposux nepesipoK, nos’A3aHux
3 nepemiljeHHAM no cayx6i, npu nposedeHHi cayx6o8ux
po3cnidysaHb, npu nido3pi Ha 38’A30K 3 KPUMIHA/IbHUMU
cmpykmypamu i m. n. Taki ncuxogizionoziyHi nepesipku
Hasimb BaXUBiWIi, HiXK Yy po3cidy8aHHi KpUMiHA/IbHUX
npasonopyweHb, Mmak AK 8i0 CyMJiHHOCMIi, YecHocmi,
nopAadHocmi cnispobimHuUKi8 i KepiBHUKIB CU/I0B8UX CMPYK-
myp, 6a2ambox iHWUX JepXasHUX Op2aHi8 3a/1eXXUMmb He
mizibKu 006pobym, 300p0o8’A, KUMmms OKpemux 2pOMaodsH,
a Ui dobpobym ma b6e3neKa 8cb020 Cychisibcmaa i dep»xasu
8 UizioMy.

Ha niocmasi aHanisy npakmuyHoi dianbHocmi, pe3y/ib-
mamis ocobucmozo JocNiOKeHHA asmopamu NPONOHYEMbCA
ss1acHe 6a4eHHA nioxodis wjo0o peasizayii BUKOPUCMAHHA
iHcmpymeHmasabHoi 0emekKyii noniepagonoziyHux docni-
OkeHb 8 cucmemi MBC YKpaiHu.

Knro4vosi cnosa: noniepad, noniepaHi docnioxeHHs,
noniepagonoziyHi mexHos102ii, noniepagHe onumysaHHA.

B cmambe onpedenarwomcAa Hekomopble acnekmal
ucnoJ/1b308aHUA UHCMPYMeEHMasibHol demeKyuu nosuepa-
© A4.0. Ho3gpiH, 2016

91



